Can the Internet
Kobe Earthquake, Japan, 1995
The 1995 Kobe earthquake is prominent among the disasters in which the !atemet was used. It was used initially to provide news about the earthquake. Soon a web site was established (SONY Computer Science Laboratories, 1995) to provide public information such as govemment announcements, damage informatio~ including maps and images, information on relief efforts, status of critical public services, lists of out-of-service and usable phone numbers, i n f o d o n on Internet connections in the area, information on congregate care and relocation facilities, information about donating and volunteerin& and a message board.
One use of the Internet was to list the names of c o n h e d fatalities. It was useful for people overseas who could not call into Japan or who did not speak Japanese and therefore could not call emergency numbers (Williams, 1998) . The Japanese Post, Telegraph, and Telephone Administration set up an automatic d e r to send the list via e-mail upon request (Newsbytes News Network, 1995) .
The Internet proved useful when other communications methods failed. Telephone Lines across the city were cut, and those that remained were overloaded. However, a local university still had an active Intemet connection and network. A web page was set up, offering digital pictures of earthquake damage taken by a faculty member (Newsbytes News Network 1995; Ivefors, 1997) .
Loma Prieta Earthquake, California, 1989
The Intemet also proved useful in the 1989 Loma Prieta earthquake. Many radio and television stations went off the air, some telephone senices were lost, and many cables to distant radio transmitting antennas were destroyed. However. Intemet communications remained largely unaffected by the earthquake (Wilson, 1991; Ivefors, 1997 
Other Disssters
The Internet has been used before, during, and &er other disasters. For example, the Ruapehu volcanic eruptions in New Zealand in 1995-1996 were watched not only on television, but also on the Internet (Anderson, 1998) . Some states have used web sites to post information such as deSniptions of emergency exercises (Illiois Deparhnent of Nuclear Safety, 1999) and instructions about how to prepare for emergencies (Missouri State Emergency Management Agency, 1999).
Advantages of the Internet in Emergencies
The Internet can provide intemtivity, two-way communications, and multimedia information. One of its advantages is that a great deal of real-time information can be made avdable to a large audience. Access to these data can be either restricted or open to any Internet user. The Internet can be used for one-way communication to individuals or goups, without permining direct inquiries from those receiving the information. This feature could be advantageous for public information personnel. They could provide accurate information as it became available without having to respond immediately to a flood of inquiries fiom the media or the public.
However, people in disast&s sometimes need a direct, interactive relationship with other individuals, either for exchanging information or simply for talking to someone. Though the Internet can be impersonal, this need can be somewhat addressed by providing points of contact with one-way data or by using on-lie discussion groups.
Disadvantages of the Internet in Emergencies
On the other hand, the Internet does have drawbacks. At present limited access is more of a problem worldwide than it is in the United States. A Nielsen Media Study estimated that more than one-third of adults in the United States use the Internet; this number is rising rapidly (Maggpie Communications, 1999) . More than 100 million English-speaking people have Internet access, compared to about SO million non-English-speaking people (Global Internet Statistics, 1999) . To communicate on the Internet requires language literacy, computer literacy, and access to both a computer and the Internet.
Also, relevant portions of the Internet must be operational: both clients and sewers need to be up and not overloaded. Internet service providers may themselves be affected by a disaster, Power outages can interfere with the use of computers; providing backup power can help to address this problem.
AU of the communications systems used during emergency responses can be vulnerable. I n c r d demand on the Internet by emergency organizations and the public is likely after an emergency. Thus, there may be network tramc overload. Reshictions on the use of the Internet by the public could be required.
In crisis situations, redundancy is a necessity that can be accomplished by having access to many different communication channels. Redundancy of web sites may also be needed in different regions so that demand can be rerouted.
Another drawback of the Internet can be its inherent freedom of speech. The quality of information on the Internet varies considerably. Bizarre ideas and false information have spread on the Internet in other contexts. Such misinformation can be expected to surface during emergencies. Some sort of m o r control operation wiU be needed to address such misinformation.
Potential Uses of the Internet in Emergencies
The Internet could support m y command, coneol, and surveillance tasks in emergencies. Satellite communications, remote sensing images from space, and location data from global positionhg system (GPS) satellites will become critical to the success of emergency organizations. These types of information can be integrated into the Internet. Together with geographic information Systems, the GPS can be used to track the locations of resources and recovery operatiom. In emergencies where contaminants have been dispersed over a wide area, the gathezing and analysis of samples can be crucial. The Internet can be used to communicate sample analysis results fiom multiple locations and integrate them into databases. (Freed, 1998) . Wireless communications could enhance the robustness of the system against disruption in disasters. Use of cellular telephones for connection to the Intmet could offer independence h m landhes. Global telephone systems that use satellites could become helpful in supporting wireless Internet use. Even now, hand-held satellite communicators send and receive short e-mail messages 60m any location on earth (Langenberg, 1998) . For cities where large earthquakes are likely, backup radio or satellite links to the Internet should be considered if the Intemet becomes part of the cities' disaster plans (Williams, 1998) .
Security Considerations
Although the Intemet provides a new tool for rapidly disseminating information this technology requires mechanisms to protect the integrity and sources of information.
Organizations may become dependent on the htemet and demand efficient communications even during emergencies. Security can also be a key conso as to protect web sites set up for emergency use 60m hackers and others who could alter information. Although technologies for protecting web sites are emerging the availability of robust hacker tools has often maintained a lead over the technologies to protect sites.
The exchange of information between the public and the government, or between government agencies, requires protection methods similar to the encrypton technologies used in electronic commerce. EncIyption and certification technologies should be. used to ensure that the information being exchanged is not altered, is not intercepted by unauthorized persons, and originates 60m the presumed source.
Summary and Conclusions
If a large dimer were to mike an mea, the Intemet could be immediately useful to organizations that have incorporated it into their emergency plans and procedures. It probably would have limited utility in getting immednte emergency information to the public. An exception could be natural disasters with long lead h e s , such as hurricanes. For members of the public who have access to the Internet, it could be useful for storm tracking and advance preparation. At presetit, most people can be expected to react to an emergency hy turning to television or radio. As more members of the public gain access to the hitern& its viability for issuing immediate emergency information may increase.
However, &er the onset of an emergency, the Intemet may be expected to become much more whl for public communication. The Internet has considerable potential for providing answers that people need (information about the af€ected areas, communications status, identity of casualties, etc.) and should be able to relieve the load on other sources of emergency information. It should also be useful for appealing for specific equipmenf personnel, help, and advice fiom people outside the affeaedarea To summarize, the Intemet has many potential uses during and after a disaster. 
